LX’Q).%*

NALSAR IT POLICY
NALSAR FORUMS PRIVACY POLICY
PERMISSIONS FOR THE APP

The NALSAR Forums App collects the following information for the purpose of uploading and
downloading of files on the forum and other functions

¢ Device permission for reading and writing from external or internal storage devices
» Device permission for Camera

*»  Device permission for accessing Wifi Status {On/Off)

» Device permission for accessing Network Status (Accessible / Inaccessible)

WHAT PERSONAL INFORMATION DO WE COLLECT FROM THE PEOPLE THAT VISIT OUR
WEBSITE?

During registration, we collect your Name, Email ID from nalsar.ac.in domain and a password
of your choice in order to provide our services.

WHEN DO WE COLLECT INFORMATION?

We collect information only during our registration process. We also store the files which are
uploaded on the Forums.

HOW DO WE USE YOUR INFORMATION?
The information provided to us is used for:
1. Login
2. Forums Profile Page
3. The name will be used for showing the topics you have started or replied to.

4. We use your email ID to send you notifications of the forums/topics you have
subscribed to.

5. Your names and Email IDs are displayed on the User Registry Section of the Website,
HOW DO WE PROTECT THE INFORMATION WE RECEIVE?

1. Our site is built on WordPress and has a valid SSL Certificate and also enables force
HTTPS connections for security purposes.

2. Our systems and website are monitored for breaches and are protected by Jetpack

against attacks.
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3. We keep our WordPress Systems up to date to prevent vulnerabilities to the data.

4. Only the administrator account —acad.sbc@nalsar.ac.in would have access to the
entire set of user information. Moderators and Students do not have access to the
same. :

5. Passwords that are created on the website are encrypted stored remotely on the
NALSAR Servers, and neither SBC Academic Committee nor the Administration has
access to the passwords of individual users. We only have capabilities to reset your
passwords upon request.

6. Messages which are sent on the website are not monitored by either the SBC Academic
Committee or the Administration and are stored on the NALSAR Servers.

POSTS ON FORUMS
When users create topic/replies on the site we collect the data shown in the forum, and also
“the visitor’s IP address and browser user agent string to help spam detection.

An anonymized string created from your email address (also called a hash) may be provided to
the Gravatar service to see if you are using it. The Gravatar service privacy policy is available
here: https://automattic.com/privacy/. After approval of your comment, your profile picture is
visible to the public in the context of your post.

DO WE USE “COOKIES”?

Yes. Cookies are small files that a site or its service provider transfers to your computer’s hard
drive through your Web browser (if you allow) that enables the site’s or service provider’s
systems to recognize your browser and capture and remember certain information. For
instance, we use cookies to help us remember and process the items in your shopping cart.
They are also used to help us understand your preferences based on previous or current site
activity, which enables us to provide you with improved services, We also use cookies to help us
compile aggregate data about site traffic and site interaction so that we can offer better site
experiences and tools in the future.

If you leave a comment on our site you may opt-in to saving your name, email address and
website in cookies. These are for your convenience so that you do not have to fill in your details
again when you leave another comment. These cookies will last for one year.

If you visit our login page, we will set a temporary cookie to determine if your browser accepts
cookies. This cookie contains no personal data and is discarded when you close your browser.

When you log in, we will also set up several cookies to save your login information and your
screen display choices. Login cookies last for two days, and screen options cookies last for a
year. If you select “Remember Me”, your login will persist for two weeks. If you log out of your
account, the login cookies will be removed.
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If you edit or publish an article, an additional cookie will be saved in your browser. This cookie
includes no personal data and simply indicates the post ID of the article you just edited. It
expires after 1 day,

You can choose to have your computer warn you each time a cookie is being sent, or you can
choose to turn off all cookies. You do this through your browser (like Internet Explorer) settings,
Each browser is a little different, so look at your browser’s Help menu to learn the correct way
to modify your cookies.

If you disable cookies off, some features will be disabled It will turn off some of the features
that make your site experience more efficient and some of our services will not function
properly.

THIRD PARTY DISCLOSURES

We use a wide range of plugins to add features to our website, and none of the information
which is collected by the website is shared with the owners/developers of such plugins.

This website is powered by WordPress. No personal Information is shared with either
WordPress or Jetpack.

Our security and anti brute force attack software, WordFence, keeps track of the logins and
activity of the users in order to prevent Brute Force and DDOS attacks. IP addresses of the users
are collected by the same.

Our website does not serve ads, and no information collected on this website shall be used for
the purpose of ads.

EMBEDDED CONTENT

Forum Posts on this site may include embedded content {e.g. videos, images, articles, etc.).
Embedded content from other websites behaves in the exact same way as if the visitor has
visited the other website.

These websites may collect data about you, use cookies, embed additional third-party tracking,
and monitor your interaction with that embedded content, including tracking your interaction
with the embedded content if you have an account and are logged in to that website.

RECEIVE A COPY OF PERSONAL INFORMATION

If you have an account on this site, or have left comments, you can request to receive an

exported file of the personal data we hold about you, including any data you have provided to

us. You can also reqmébj}l t we erase any personal data we hold about you. This does not

include any data we m’o&%&&o.&gep for administrative, legal, or security purposes. For
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Hummingbird uses the Stackpath Content Delivery Network (CDN). Stackpath may store web
log information of site visitors, including IPs, UA, referrer, Location and ISP info of site visitors
for 7 days. Files and images served by the CDN may be stored and served from countries other
than your own. Stackpath’s privacy policy can be found here.

WP SMUSH [THIRD PARTY PLUGIN]

Note: Smush does not interact with end users on your website. The only input option Smush
has is to a newsletter subscription for site admins only. If you would like to notify your users of
this in your privacy policy, you can use the information below,

Smush sends images to the WPMU DEV servers to optimize them for web use. This includes the
transfer of EXIF data. The EXIF data will either be stripped or returned as it is. It is not stored on
the WPMU DEV servers.

Smush uses the Stackpath Content Delivery Network (CDN). Stackpath may store web log
information of site visitors, including IPs, UA, referrer, Location and ISP info of site visitors for 7
days. Files and images served by the CDN may be stored and served from countries other than
your own. Stackpath’s privacy policy can be found here.

AKISMET [THIRD PARTY PLUGIN]

We collect information about visitors who comment on Sites that use our Akismet anti-spam
service. The information we collect depends on how the User sets up Akismet for the Site, but
typically includes the commenter’s IP address, user agent, referrer, and Site URL (along with
other information directly provided by the commenter such as their name, username, email
address, and the comment itself).

CONTACTING US

In case there are any queries, please contact us at acad.sbc@nalsar.ac.in,




NALSAR CCTV Policy

L. Scope

1, This policy explains and regulates the purpose, use, and management of the
CCTV system placed in and around NALSAR University of Law (hereinafter
“NALSAR™).

2. The purpose of placing the surveillance system by NALSAR is to be in
compliance with the Andhra Pradesh Public Safety (Measures) Enforcement Act, 2013

and therefore shall not be used for any purpose save for complying with the duly

authorized directives of the empowered Centre and State agencies or the processing of
internal complaints in compliance with this policy.

H

2.1. Inno circumstance shall the live feed of the internal cameras be activated or used.

2.2. The external cameras shall face outwards of the NALSAR Campus and is
only for the purpose of monitoring of approaches to and egress from the

NALSAR Campus.
3 The ownership of the personal data of all data subjects shall rest with the
respective data subjects themselves, except as required for the execution of this policy.
4, NALSAR recognizes the right to privacy and protection of personal data of
every data subject.
5 The CCTV system has been installed by NALSAR with the sole purpose of

complying with the law and in accordance with the conditions laid down in this policy.
The use of the CCTV system shall be in strict adherence with this policy and is
applicable to every data subject,

6. This policy shall be notified to incoming or prospective students, staff, etc.
along with the prospectus of NALSAR.

7 Nothing in this policy shall prevent NALSAR from complying with duly
authorized directives of the Centre and State agencies,

8. No CCTV or any similar system shall be installed within the NALSAR
Campus unless their installation is in accordance with this policy,

9. The usage of footage under this policy is to be governed by principles
of notice, consent, proportionality, and legitimate purpose.
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10. In cases wherein the definition of a term is ambiguous, vague or in dispute,
the definitions under Information Technology Act, 2000 and its corresponding
regulations shall apply.

II. Definitions

1. "access" with its grammatical variations and cognate expressions means gaining
entry into, instructing or communicating with the logical, arithmetical, or memory
function resources of a computer resource or the CCTV system

a.  The term “access” includes physical access and virtual/remote access.

i. “physical access” includes actual hands-on, on-site access to
the CCTV system and/or network hardware, or other parts of a
hardware installation.

il. “virtual/remote access” includes access to the surveillance
system "and/or network hardware, or other parts of a hardware
installation through satellite, microwave, or terrestrial transmission or
any other means other than physical access.

2. “authorized person” includes the following persons:
a.  Any person who is presently a member of the FRC;
b.  Any person who is presently a member of the MRB; and
¢.  Any person who is presently a member of a disciplinary committee that is
allowed access by a duly constituted FRC by the procedure given in this policy.

3. “CCTV” means any closed circuit television camera that is owned, leased, rented
or used by

>

NALSAR.

4. “CCTV system” includes

a.  Any CCTV, computer resource, or equipment used by NALSAR which is
installed or placed within or around the NALSAR Campus for the purpose of
video, image or audio monitoring and surveillance of any persons or locations;
and

b.  The data or a coilection of data or any combination of data derived,
extracted, or taken from any resource given under Section II 4 (a).
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5. “disciplinary action” indicates any proceeding initiated by a disciplinary
committee,

6. “Concerned CCTV JSootage” means only the footage that pertains to the
data that has been requested by a disciplinary committee.

7. An area is said to be under “coverage™when it is visible through any recording
or monitoring device connected to the CCTV system,

8. “data” includes any representation of information, which is being prepared or has
been prepared, in a manner with the intention to be processed, is being processed, or has
been processed, in a

computer database, computer system, computer network, or from the CCTV system and
may be in any form including but not limited to electronic form and printouts etc., or
stored internally in

the memory of a computer, or any other medium such as cloud storage, hard drives,
pen drives, DVDs, ete.
9.  “data subjects” includes all natural or legal persons whose data is processed,

10. “discussion rooms” includes any room in the entirety of the Academic Block that is
not an office or a bathroom or a classroom.

11. “disciplinary committee” refers to the Redressal Committee, Proctorial

Board or Internal Complaint Committee, as is applicable as per the Hostel Rules,

12. “FRC” means the Footage Release Committee.

13. “exterior boundary walls” indicates the zones marked as such in Annexure 1.
" 14, “external camera” refers to any CCTV that is placed on the exterior boundary
walls and is not facing the inside of the NALSAR Campus.

15. “information™ includes any message, text, image, sound, voice, code, or any
identifiable unique information that is collected through the CCTV system.,

16. “internal camera® refers to any CCTV other than an external camera.

17. “footage” includes any data recorded or streamed by the CCTV system.

18. “local storage” includes the internal and external storage on the CCTV.

19. “live feed” refers to monitoring of an area using the CCTV system which occurs in
real-time. '

20. “monitor” with its grammatical variations and cognate expressions, includes to view
or to inspect or listen to or record information by means of any monitoring device,

21. “MRB” means Monitoring and Regulating Body.







22. “notice” means an electronic and/or physical communication, the receipt of
which by the addressee is confirmed through a read-receipt,

23. “personal data” includes all information relating to an identified or identifiable
person.

24. “policy” refers to NALSAR CCTV Policy.

25. “public record” means a record which is made available in the NALSAR Library,
26. “processing” with its grammatical variations and cognate expressions means any
operation with data, irrespective of the means applied and the procedure, and in
particular the collection, storage, use, revision, disclosure, archiving or destruction of
data.

27. “restricting” with its grammatical variations and cognate expressions means any
action which results in or causes to result in denial of access and/or use to any person
from using the CCTV system.

28. When referencing CCTV system, “use” includes but is not limited to

a.  Access, archiving, copying, collecting, concealing, deleting, destroying,
disclosure, downloading, examining, extracting, monitor, obtaining,
restricting, retaining, revising, removing, securing, sharing, stealing, storing,
tampering or uploading of data from the CCTV or the memory cards placed in
the CCTV, and/or placed, recorded, moved, transferred, shared or sent to any
other medium such as text, image, cloud storage, hard drives, pen drives, CDs,
DVDs, etc.

II1. Notice and Consent

1. There shall be a public notice board at the entry and exit points of NALSAR
indicating that a CCTV system is being used on the NALSAR Campus.

2. Prior to the release of any footage for a disciplinary action, the accused shall be
privately notified by the FRC within a period of 3 days from the filing of the complaint,
The notice can be communicated in electronic form and shall contain a declaration of
intention of usage of the Concerned CCTV Footage, the reasons necessitating their
usage, and a declaration that the usage of the same shall be limited to only that which is
absolutely necessary, and not in violation of the privacy of any person concerned.

3. The notice given to the accused shall include the folIowing;i




a.  The date and time-period of the recording of Concerned CCTV Footage;
and

b.  The location of the concerned CCTV;

. The relevant persons and committees the Concerned CCTV Footage may
be divulged to after due consideration; and

d.  The period and purpose for which it may be utilized,

4. On occasion of the release of any footage by the FRC to the concerned disciplinary
committee or any duly empowered Centre or State agency, insofar as allowed by the law
in force at the time and with due and necessary regard for the privacy of the concerned
data subjects, the time of the Request under Section VI (3) and the reasons provided that
necessitated the release of the Concerned CCTV Footage as enumerated under Section
III (2) shall be released as public record within 2 weeks of the conclusion of the relevant
proceedings,

IV. Camera Coverage

1. CCTV to be used for the purposes specified in this policy may be installed in any
location except in the following:

a, Hostel compounds;

b.  Living quarters or other residential facilities;
¢.  Restrooms and bathing facilities;

d.  Classrooms and discussion rooms;

¢.  Offices of faculty and staff members;

f.  Inside the Mess;

g Inside the Library,

2. The list specified in Section IV (1) is not exhaustive, and any CCTV installation
may further be contested on the grounds that their presence would violate data subjects’
right to privacy, be inconsistent with the maintenance of the smooth running of a
residential life, negatively affect the preservation of an environment that encourages free

academic and intellectual inquiry, or be inconsistent with any other values important to
the NALSAR community.




3. The prohibitions in Section IV (1) also prohibits installation of any CCTV
system that would allow the coverage of the interior of the designated locations,

Hlustration: 1t is not allowed to install cameras outside of the Residential Complex while
facing the interior of same, though it is allowed to install cameras outside residential complex
facing the exterior,

4. Cameras positioned to allow the coverage of the entry point of the listed
locations may be allowed, subject to the conditions enumerated under Section IV
(1) and Section IV (3)

V. Footage Storage and Live Feed
1. Live feed monitoring

a.  Live feed monitoring shall only be conducted for the external cameras
as specified in Annexure 1.

b.  Such monitoring shall only be conducted by the MRB, as per the
purposes specified in Section I and under the conditions specified in Section
VI

2. Internal Cameras

a.  Footage recorded by internal cameras, as specified in Annexure 1, within
the NALSAR Campus shall be stored only on the local storage hosted on the
camera itself except as specified in Section V (5).

b.  Access to the local storage on the camera shall be restricted through all
reasonable

physical and technical means, including lock-and-key mechanisms,
encryption of the local storage, ete.

3. Access to the footage recorded by internal cameras shall only be allowed by
permission of the FRC as per the procedure given in Section VI,

4. The MRB will be the onl
CCTV system.




5. For security purposes, a single backup of total footage from internal cameras
may be kept with the MRB. Such a backup shall also be protected through all
reasonable physical and technical means, including lock-and-key mechanisms,
encryption of the storage, etc. '

6.  No footage from internal cameras or external cameras, including backups, shall be
stored beyond the time period specified in Section XI.

7. Unless specifically requested to do so by the Centre or State agencies in
compliance with the law in force at the time, the CCTV system installed or placed under
this policy shall not be configured or activated to record audio.

VL. Accessibility to Footage

. No individual shall view, release, make available or use the CCTV system
except in accordance with the the procedures enumerated under this section.

2. The MRB shall consist of an authorised representative in charge of restricting
access to the CCTV system and of monitoring the external cameras, supported by a staff
as necessary.

a.  The authorised representative and the supporting staff members of the
MRB shall be selected by the Vice-Chancellor in consultation with the
Executive Body of the SBC,

3. Footage shall only be requested in circumstances that the disciplinary committee
deems to be exceptional and extraordinary in nature and which cannot be resolved by
any means other than by accessing the Concerned CCTV Footage. The procedure under
Section VI (4) must be followed.

a.  The Request must be made by means of an official notice to the Vice-
Chancellor, who shall communicate it to the FRC for the Request. The
concerned disciplinary committee must submit in the request the reasons which
necessitate access to the Concerned CCTV Footage.

1. This request shall be placed on public record.

4. Any footage shall only be released to the concerned disciplinary committee
after due consideration regarding the necessity of the release of the footage in
question by the FRC.
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a.  Incases wherein there is a complaint by a student, the FRC shall consist of:
1 One (*1°) student and two (‘2*) teachers.
1. The teachers are to be selected by theVice Chancellor.

2. The student is to be selected by a process of nomination
initiated by the student executive council from a pool of
volunteers whose names are requested at the beginning of the
semester.

3. Neither the student nor the teachers shall be a part of any
disciplinary committee.
b.  In cases wherein there is asuo motu complaint, Request or disciplinary
action undertaken by NALSAR, the FRC shall consist of:

L Two (2”) students and one (‘1°) teacher

1. The student is to be selected by a process of nomination
initiated by the student executive council from a pool of
volunteers whose names are requested at the beginning of the
semester.

2. The teacher is to be selected by theVice Chancellor.

3. Neither the students nor the teacher shall be a part of any
disciplinary committee,

Explanation 1: An individual may be a member of the FRC' in the circumstances
enumerated under both Section VI (4) (a) and Section VI (4) (b) if the respective
appointment authorities deem it necessary.

Explanation 2: The existing FRC shall continue to exist until the new FRC is
constituted for the next semester. Provided, that in cases wherein the student would
have graduated by the next semester, the selection process shall take place for that post.

c.  Such footage shall only be used by the concerned disciplinary committee
making the request for access to the same, and even so only in accordance with

the purpose for which it is released and in relation to the action for which it is
released.
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d.  No person with any direct interest or involvement in the ongoing
disciplinary actions shall be a member of FRC under Section VI (3) (a) or
Section VI (3) (b).

5. The FRC must mandatorily come to a decision on the release of the Concerned
CCTV Footage within a period of 3 working days from the date of the filing of the
request for release by the concerned disciplinary committee, failing which the footage
cannot be used as evidence,

VII. Misuse and Abuse

1. Authorized persons are permitted to access the CCTV system only on the
following conditions and for the following purposes:

a, Bythe FRC

i.  Only to analyse whether the footage in question contains the act
which the data subject has been alleged of committing,

b. By the MRB

i.  Only for monitoring the border and entry and exit points of
the NALSAR Campus;

ii.  For the upkeep of the CCTV system and deletion of the data in
accordance with Section XI of the policy.

¢. By the concemed disciplinary committee, for the purpose of the
concerned action, as allowed by the FRC as under Section VI (3) (c).

2. Save for the provision enumerated under Section VII (3), any use of the CCTV
system other than for the purpose laid down under Section VII (1) shall be considered
‘Misuse’ and the penalties specified in this policy shall apply.

a. Misuse also includes direct use and indirect use

i “direct use” with its grammatical variations and cognate
expressions includes but is not limited to

1, 'employing any means, which includes but is not limited to
actions which results in or causes to result in
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VIIL

a.  installing, placing or introducing any computer
virus, computer contaminant, exploit, keylogger,
malware, spyware, trojan, virus, vulnerability or rootkit
into the CCTV system.

iil.  “indirect use” with its grammatical variations and cognate
expressions includes but is not limited to

1. aiding and/or abetting and/or facilitating and/or
incentivising and/or assisting any other person to use the
CCTYV system, or

2. aiding and/or abetting and/or facilitating and/or
incentivising and/or assisting any other person to employ any
means, which includes but is not limited to actions which
results in or causes to result in

a.  installing, placing or introducing any computer
virus, computer contaminant, exploit, keylogger,
malware, spyware, trojan, virus, vulnerability or rootkit
into the CCTV system. ‘

3. The following acts shall specifically constitute “abuse” and shall be deemed a
violation of this Policy;

Penalties

a.  The leaking of the Concerned CCTV Footage to any non-party to the
ongoing disciplinary proceedings; or

b. Using the Concerned CCTV Footage that has been released for a
particular disciplinary purpose to institute a subsequent complaint against the
same or another student or for any other purpose whatsoever; or

¢.  Any tampering or unsolicited destruction of footage or the CCTV
system,; or

d.  Usage of CCTV system by any authorized person that is for any purpose
not in consonance with the provisions of this Policy.




1. In the event of any Misuse by any authorized or unauthorized person, the
authorization of the offender shall immediately be revoked, and he/she shall be
disqualified from the FRC or the MRB, whichever is applicable, and barred from
being a member of any future FRC or MRB, and shall be liable to pay a fine of Rs.
1000 payable within a period of 30 days.

2. In the event of any Abuse by any authorized or unauthorized person, the
authorization of the offender shall immediately be revoked, and he/she shall be
disqualified from the FRC or the MRB, whichever is applicable, and barred from
being a member of any future FRC or MRB, and shall be liable to pay a fine of Rs,
3000 payable within a period of 30 days.

3. In the event of any vandalism of the CCTV, a fine equivalent to the damage
caused to the CCTV shall be imposed on the offender which shail be payable within a
period of 30 days.

IX. Appeals

1. The Appeal process will be commensurate to the concurrent Appeals process set
out in the Hostel Rules. The final appeal in any case will lie with the Vice Chancellor.

2. Following the intimation of notice under Section IV, the accused shall be
allowed to make a representation to the Vice-Chancellor against the release of the
Concerned CCTV Footage. Should the Vice-Chancellor be satisfied with the same,
the Concerned CCTV Footage shall in no

way be used for the concerned proceedings.

3. The complainant shall have the right to appeal to the Vice-Chancellor on the
occasion that the FRC does not come to a decision within 3 working days from the filing
of the complaint. The Vice-Chancellor shall then have the power to direct the FRC to
come to a decision within 24 hours.

X, Rights of the Accused
1.  The Accused shall not be made to sign a document of admission in exchange for

non-review of the Concerned CCTV Footage and as such this document of admission
will have no value as evidence.
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2. The Accused shall have a right against coercion with respect to any admission or
confession being submitted in liew of NALSAR restricting access to the relevant footage
or any other footage.

3. Technical failures in the CCTV system is no bar for the disciplinary proceeding to
be delayed. ;

4. The Accused has the right to ask for removal of the footage, if the FRC decides
that the footage need not be released, or after the concerned disciplinary committee has
taken its final decision.

Security

1. NALSAR shall undertake all reasonable practices to ensure that the CCTV
system is secure, and shall follow reasonable and necessary data security measures at
all points of time.

2. The data accessed by the disciplinary committees shall be used only for the
purpose for which the footage has been requested as per Section VI.

3. Excluding the duly authorized directives of the Centre and State agencies, the data
collected by the CCTV system shall not be transferred to any third party without the
express notice to the data subject and such data subject’s consent regarding the same.

4. No data collected from the CCTV installations shall be stored by NALSAR beyond
thirty days.

a.  The MRB shall be responsible for deleting the data.
b.  Provided,any footage which has been retained by NALSAR beyond thirty

days shall be allowed for purposes specified in the Policy. Such footage shall
be deleted once the relevant use of that footage is completed,

S¢bbMALHAR shatl iallow theBtudentibody to audit the security of the CCTV system
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Amendment

1. Any amendment to this Policy shall be made only after:
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a.  aninvitation for comments on the proposed amendment(s); and

b.  a consultation with the General Body through an Open House meeting;
and

¢.  a committee created by the SBC for the purpose of mooting the
amendments for the purpose specified.
2. Any amendment to this Policy, including but not limited to anyaddition,
replacement or movement, of the CCTV system as given in Annexure 1, shall be
passed by a simple majority of a General Body meeting of NALSAR students.

3. This Policy as a whole may be reviewed once every three years by a
committee formed by the SBC.

4. Any changes to the structures on NALSAR campus shall including the
construction of new buildings and changes to the boundary wall shall be duly
updated in Annexure 1,
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